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A Guide to Cyber Risks for
Boards of Directors
Simply put, every organization that stores or
handles data is at risk of a cyberattack. As
technology advances, companies are collecting,
storing and transferring more personal information about their customers and employees
than ever before. Not only does this put a target
on many organizations’ backs, but it also means
that just one breach can affect thousands—
or even millions—of individuals.
Many wrongly assume that IT departments are
solely responsible for managing data risks and
ensuring cybersecurity within their respective
organizations. In order for businesses to protect
themselves, management must also play an
active role. Involvement from leadership not only
improves cybersecurity, but also reduces liability
exposures for directors and officers. When cyberattacks occur, lawsuits against directors and
officers often follow. Specifically, stakeholders
affected by a cyberattack may allege that the
impacted organization’s senior leadership team
failed to adequately address cybersecurity threats
or establish a plan for responding to an attack.
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To reduce the likelihood of such claims, it’s
imperative for your clients’ senior leadership
teams to be actively involved in monitoring their
unique cyber risks. That’s where our new
resource— A Guide to Cyber Risks for Boards of
Directors—can help.
This guide is designed to help board members
and senior leaders of an organization plan
for and respond to cyber incidents. Using this
resource, clients can better understand how to
integrate cyber risks into their boards’ objectives,
grow their cyber expertise, assess their organizations’ cyber risks and implement cybersecurity
measures.

Check out this
new guide here.
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to a recent study, 85% of organizations surveyed allow their employees to use personal
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devices for work functions. If it wasn’t obvious already, the “bring your own device” (BYOD) era is
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Construction Employee Safety Manual

here to stay. While there are numerous benefits of implementing a BYOD policy at your workplace,
it can be problematic from an e-discovery standpoint, should your company enter litigation and a
court requests access to electronically stored information. If you have a BYOD policy at your workplace, or are planning to implement one, check out this Cyber Liability piece to learn ways to make
the policy e-discovery friendly.
Download Now
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Mitigating BYOD and E-discovery Risks
The prevalence of employee-owned smartphones and
other devices in workplaces across the country has
grown considerably in the last few years and shows no
sign of stopping.
A recent study by Bitglass found that 85% of
organizations surveyed allowed their employees to use
their personal devices for work functions. If it wasn’t
obvious already, the “bring your own device” (BYOD) era
is here to stay.
While there are numerous benefits of implementing a
BYOD policy at your workplace, it can be problematic
from an e-discovery standpoint, should your company
enter litigation.
E-discovery Basics
Electronically stored information, or ESI, can be subject
to discovery, which means it can be requested as
evidence in court cases.
ESI is a category of discoverable information separate
from print documents, and includes both structured and
unstructured data such as emails, instant message logs,
Word® documents, PowerPoint® presentations and
scanned documents.
In litigation, e-discovery is the process of identifying,
collecting, preserving, reviewing and producing relevant
electronic data or documents as evidence. Determining
which ESI is relevant is not simple due to the lack of
precedence and established standards; however, it is
important to be able to quickly access the right ESI.
While failing to produce all required ESI can be
considered negligence, handing over too much data
could mean disclosing privileged competitive information
and jeopardizing corporate strategy or product plans.

BYOD’s Skyrocketing Popularity
Allowing employees to use their personal phones,
laptops, tablets or other devices for work purposes has
quickly become the new norm. Employees enjoy being
able to use their own devices for several reasons:
•

They can get more work done on their own devices
with a more flexible schedule.

•

They may prefer the operating systems of their own
devices.

•

Company-provided devices may lack the
functionality that employees desire.

•

Bringing personal activities into their work lives can
lead to happier employees and more productivity.

Employees aren’t the only satisfied party. Employers can
save money by not having to buy company-owned
devices for employees to use, including technical
support costs associated with diagnosing problems
employees may have.
In addition, many employers can save on
telecommunication costs, as employees are often willing
to self-fund their own mobile plans.
BYOD Litigation Risks
Allowing employees to bring their own devices can seem
like a pretty good deal for both sides. However, there are
inherent risks with the practice, especially from a legal
standpoint.
Employers must consider the following risks that may
hinder the e-discovery process:
•

Since you do not own employees’ devices, you do
not have total control over the devices and how
they’re used.

This Cyber Risks & Liabilities document is not intended to be exhaustive nor should any discussion or opinions be construed as legal advice. Readers should contact legal counsel or an insurance professional for
appropriate advice. © 2014 Zywave, Inc. All rights reserved.
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Disciplining or Terminating
Employees With Open Workers’
Compensation Claims
Can an employer discipline or terminate an
employee who has an open workers’
compensation claim? This is a common question
that many employers ask. The answer depends
on which state the company is located in, why
the employee is being disciplined or terminated
and the nature of the workers’ compensation
claim. Let’s look at an example.
Say an employee is insubordinate to their
supervisor, and this issue has occurred more
than once. While the employee has been
reprimanded, they continue to disobey company
policies or procedures. However, the employee
has an open workers’ compensation claim from
an occupational injury. As a result, the employer
may question whether they can continue to
discipline or terminate the employee due to
poor behavior.
Review this article to learn more about when an
employer can discipline or terminate employees
with open workers’ compensation claims.
What Is an Open Workers’ Compensation Claim?
In general, an open workers’ compensation
claim can mean that an occupational injury or
illness is currently being treated, benefits are
still being paid, rehabilitation is in process or the

employee has not yet reached maximum
medical improvement.
Workers’ compensation claims can stay open for
several years, depending on how severe the
injury or illness was and what the treatment for
that ailment entails.
If an employee’s claim is still open, this generally
means that the claim is still active in the
workers’ compensation system.
When Can an Employer Discipline or Terminate?
While employers cannot retaliate against their
employees for filing workers’ compensation
claims, this does not mean that they are unable
to discipline or terminate an employee who has
an open claim. There are various reasons as to
why an employer could discipline or terminate
an employee. For example, an employer could
potentially be permitted to discipline or
terminate an employee with an open workers’
compensation claim in these circumstances:
•

After obtaining permanent restrictions, the
employee can no longer complete the job
tasks that were initially assigned to them.

•

Company-wide layoffs are necessary.

•

Leading up to their injury or illness, the
employee had poor work performance, and
this issue was properly documented.

However, it’s important to remember that
employers must have detailed documentation
and be consistent in their practices with all
employees. In addition, employers must ensure
that they are not violating any other laws when
disciplining or terminating an employee. After
all, just because there is no issue with workers’
compensation laws, does not mean
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an employer discipline or terminate an employee who has an open workers’ compensation
“ Can
claim? This is a common question that many employers ask. The answer depends on the state the
company is located in, why the employee is being disciplined or terminated and the nature of
the workers’ compensation claim. Review this article to learn more about when an employer can
discipline or terminate employees with open workers’ compensation claims.
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This Work Comp Insights is not intended to be exhaustive nor should any discussion or opinions be construed as legal advice. Readers should
contact legal counsel or an insurance professional for appropriate advice. © 2021 Zywave, Inc. All rights reserved.
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it comes to safe driving, the transition to a different season can bring about new road
“ When
hazards. Drivers need to be aware of these hazards if they are to avoid accidents. In particular, the
fall season can be unpredictable. Concerns related to driving through leaves, in the dark, on frosty
or damp surfaces, or in areas with active wildlife all have the potential to lead to a crash. Thankfully, most accidents can be prevented through cautious, defensive driving. To learn more about
fall-related driving hazards, check out this infographic.
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